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ACME LTD has a number of Analogue Document / Digital Electronic Document Management Systems that are not delivering acceptable solutions to its document and record needs. 

This document will identify the complexity of a comprehensive set of requirements and detailed business needs for document and records management. Thus, allowing ACME to streamline business processes, eradicate unsuitable systems and effect savings in time, cost and effort.
[bookmark: _Toc488335482][bookmark: _Toc489173215][bookmark: _Toc176356515]Purpose
The primary purposes of the User Requirement Specification(URS)  is to achieve business consensus on what electronic document and records management solution is required before any additional spend on existing systems. 
This user requirement specification (URS ) details features and specifications of the ACME Document and Records Management solution. It will describe the various processes, modules and features of the solution as well as interaction and any integration components. The user requirements specification will achieve the following objectives:
· to provide vendors with instructions on how to configure the solution
· to provide the functional details of the solution which will enable testing
· to provide stakeholders with details of how they will be interacting with the system
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The primary audience for this document are the following;

· Project Managers
· Departmental Managers
· Division Executives
· Vendors
· Clients
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[bookmark: _Toc176356518]Definitions

	Name
	Definition

	Data
	Facts, ideas, or discrete pieces of information, especially when in the form originally collected and unanalysed.

	Document
	Any written or printed work; a writing. Information or data fixed in some media such as in paper hardcopy or an electronic digital format.

	Optical Character Recognition 
	The recognition of printed or written text characters by a computer

	Record
	Information created, received and maintained as evidence, and as an asset by an organisation or person, in pursuit of legal obligations or in the transaction of business
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	Term
	Definition

	OCR
	Optical Character Recognition

	POPIA
	Protection of Personal Information

	IFS 
	Industrial & Financial Systems
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	Reference Document

	Various ISO standards such 9001; 14001; 15489; 45001; 19443, etc.

	Various Statutes such Companies Act; Basic Conditions of Employment; Income Tax; POPI; ECT, etc
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[bookmark: _Toc488335487][bookmark: _Toc489173220][bookmark: _Toc176356522]Terms of Reference
[bookmark: _Toc176356523]2.1.1	Business Problems

ACME has over a number of years implemented systems that have not delivered the expected results. Accordingly full utilisation of the systems has fallen by the wayside with users preferring to use tried and tested solutions such as inefficient network folders and hardcopy file systems. 
ACME currently have 2 systems (3 solutions) in place;

· Xxxxx	consisting of 2 system customisations and a number of Vaults
· Xxxxx - the original customised system currently consisting of approximately x document files.
· Xyz - a copy of the original system currently consisting of approximately x+x technical document files, with a level of complexity removed in order to address their specific needs.
Yyyyy which is primarily being used on the abc Project execution and consisting of approximately 8500 documents. ACME are also utilising a copy of the Location vault as a repository for Engineering created drawings.

In addition to the systems in use, ACME also utilise various dedicated Network folder structures, also backed up by hardcopy.

This situation, of complexity versus simplicity and multiple locations with a high degree of duplication, is not aligned with ISO standards.
[bookmark: _Toc176356524]Needs

ACME has a need to be provided with a combination of technology, people and processes satisfying the following:

· Single source information in a simplified system solution
· Intuitive flexible document workflow processes
· Certified digital signing of selected documents 
· Automated accurate regular reporting, both at a granular and high level.
· Ability to import/export bulk information, including files, and automatic classification
· Manage the transition of documents to records and subsequent retention and disposition
· Provide key features such as revision & access control; integration; full item history; linking; integrated communications; document control; import & export functionality; auto-indexing.
· Reduce annual costs and a reduction in systems
· Transmittals
[bookmark: _Toc430609512][bookmark: _Toc488335490][bookmark: _Toc489173225][bookmark: _Toc176356525]scope
[bookmark: _Toc430609513][bookmark: _Toc488335491][bookmark: _Toc489173226][bookmark: _Toc176356526]Business Area Scope

The scope of this URS will be applicable to all ACME business service offerings, as defined in the  procedures and processes identified within our IMS. 

It will also include records that are not part of our Enterprise Resource Planning System - IFS which has the ability to house associated documents within the database at a transaction level. Consideration must be given as to how statutory retention and disposition within the ERP will be managed.
[bookmark: _Toc424127007][bookmark: _Toc430609514][bookmark: _Toc488335492][bookmark: _Toc489173227][bookmark: _Toc176356527]In-Scope

· Management of Documents
· Management of Records
· Office Integration
· Workflow
· Revision Control (Version?)
· Reporting & Dashboards
· Information Exchange via Import/Export
· Review & Approvals
· Digital Signatures
· Transmittal Management
[bookmark: _Toc488335494][bookmark: _Toc489173229][bookmark: _Toc176356528]Assumptions

· There is buy in and commitment from all stakeholders on the scope of the requirements.
[bookmark: _Toc488335495][bookmark: _Toc489173230][bookmark: _Toc176356529]Dependencies

· Adherence to processes and procedures defined in our IMS
· A fit-for-purpose system for all our business needs
[bookmark: _Toc488335496][bookmark: _Toc489173231][bookmark: _Toc176356530]Constraints

· A number of EDMS solutions are already in place which may impact business continuity
· Complex classification & configuration on existing information
· Large volume of unstructured network information
· There is currently an ERP system deployed called IFS 
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List of key stakeholders;

· Profit & Loss Divisions consisting of 
· Project Development
· Engineering
· Project Management
· Project & Construction Management
· Support & Enablement Divisions consisting of;
· Human Resources
· Safety Health Environment & Quality
· Risk Governance & Integration
· Finance
· Business Development & Marketing
[bookmark: _Toc176356532]FUNCTIONAL REQUIREMENTS 
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[bookmark: _Toc176356536]Document Management

· Revision (Version) control of documents, meaning that when a user opens a Microsoft document, books out, makes changes and saves, books in a new revision (version) is created in the system
· In the case of adding a PDF comment to a drawing the process is follows;
· Chrome & Edge browsers must be configured to open PDF in Adobe
· Open document and add comment
· Save document
· Document retains revision (version) as the dwg is still the approved document with as many comments as added to the original PDF, until the original dwg is changed. 	
· No drawing dwg files will be modified in the system!
· Possible to compare different revisions (versions) of the same document with changes visible in a similar fashion to MS Office track changes in History	
· Metadata fields on documents can be mandatory or optional	
· Possible to see document history for all users with access to document (open, read, copy, edit, print, changes to metadata, etc.)	
· All changes to metadata should be part of the audit trail, what was changed, what the value was before, who changed it.	
· Scanned PDF import into the system and OCR option		
· A user with sufficient access rights can lock specific documents from changes and unlock as well	
· A user with sufficient access rights can lock the metadata fields of documents from changes and unlock as well	
· The format of a document cannot be changed after it's created. Several  renditions can exist, meaning different file formats that represent the same logical document without having to register it as a new document	
· Users can send documents by email, either as a reference link or the document itself as an attachment. The reference is the default setting. A warning is given if the user decides to send a copy because of security issues with email	
· Users can add due dates to documents and generate reports based on the due date 	
· Input to metadata fields can be limited in length	
· Documents can be deleted by Owners unless they have been declared as a Record and a reason provided	
· Implicit check-out/check-in to prevent other people from modifying documents while a user has them open in edit mode	
· Easy to choose view only (preview) when looking at specific documents	
· Overrule check-out, Administrator can unlock documents checked out by other users
· A document can be linked to an automated Distribution List
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	Use Case ID
	ACME 01/2/3/4/5/6/7

	Use Case Name
	Capture/Action/Search/Create/Release/Dispose Document

	Narrative 
	

	Primary Actor = x
	User

	Trigger
	Business requirement

	Success End Condition
	New document has been successfully captured

	Main Success Scenario
	Step
	Action
	Actor
	System

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	End Condition
	Record retention extended

	Main Success Scenario
	Step
	Action
	Actor
	System
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[bookmark: _Toc176356554]BUSDOCS
[bookmark: _Toc176356555]IMSDOCS
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[bookmark: _Toc176356559]Requirements
	Reporting Requirements
	
	    
	

	#
	Report name
	Description
	Filters
	ALL Users
	Division Executives
	Department Managers
	Functional Managers
	Project  Managers
	Document Controllers
	ADMIN

	REP1
	ALL
	A list of all documents
	· None* with Pick List
· Dates From - To
	x
	
	
	
	
	x
	x

	REP2
	MDL
	Status of all Project documents
	· None with Pick List
· By Project
	x
	
	
	x
	x
	x
	x

	REP3
	RECIEPTS
	Receipt of all documents
	· None with Pick List
· Dates From - To
· Within the last xx days
	x
	x
	
	
	x
	x
	x

	REP4
	REVIEWS
	Documents under Review
	· None with Pick List
· BUSDOCS
· IMSDOCS
· PROJDOCS
	x
	x
	x
	x
	x
	x
	x

	REP5
	RECORDS
	Records due for Disposition
	· None with Pick List
· Within the next xx days
	x
	
	x
	x
	
	x
	x

	REP6
	OUTSTANDING
	List of all outstanding documents
	· None with Pick List
· By Project
	x
	
	
	
	x
	x
	x

	REP7
	USERS
	List of Users over a time period
	· Dates From - To
· Within the last xx days
	
	
	
	
	
	
	x


[bookmark: _Toc488334913]
	A number of standard reports must be automated to produce an Excel report, as well as a Dashboard, to a Distribution List.
	
[bookmark: _Toc176356560]NON-FUNCTIONAL REQUIREMENTS
[bookmark: _Toc176356561]Requirements
	Req.
	Classification
	Description

	EDRMS1
	Usability
	The look and feel of the EDRMS must be user friendly and intuitive

	EDRMS2
	Legislation/Policy
	The EDRMS must comply with;
· All related legislation & regulations that may affect the solution.
· All related Standards
· Business rules contained in our IMS.

	EDRMS3
	Access Management
	The EDRMS must support access control mechanisms that identify, defined groups and roles of users. This will ensure strict access control for users; i.e. users are allowed specific access to electronic information based on the access control rules but may not be able to view actual content.

	
	
	The EDRMS should enable the configuration of an access mechanism that supports integrated sign-on.

	EDRMS4
	Response and
turnaround times
	The EDRMS must provide adequate response times for commonly performed functions under standard conditions, for example:
· 80% of the total anticipated user population logged on and active
· 100% of the anticipated total volume of documents managed by the system
· users performing a mix of transaction types at various rates
And 1 second page load time

	
	
	The system must have a 99% availability, 24 hours a day. Downtime due to hardware/software maintenance should be reported to users well in advance.

	EDRMS5
	Scalability
	The EDRMS must be able to support an exponential data & file growth of;
· 30 - 40% in year 1
· 40 - 60% in year 2
· 60 - 75% in year 3 (optimum capacity)

	EDRMS6
	Reliability and Availability
	The system must be available 99.95% during normal working hours (7h00am - 5h00pm) and 07.00am to 13.00pm
on Weekends and Public Holidays

	
	
	The Mean Time Between Failures (MTBF) is 90 days.

	
	
	Mean Time To Repair (MTTR) is expected to be a maximum of 2 hours.

	
	
	Maximum bugs or defect rate is expected to be in line with minimum standards

	EDRMS7
	Backup & Disaster Recovery
	Provide back-up facilities so that information and data sets can be recreated using a combination of restored back-ups, files and metadata.

	
	
	Backups should follow XXX Backup of Data and is dependent on on-site or cloud installation, subject to the ICT Senior Manager’s review and approval.

	
	
	Provide recovery and rollback facilities in the case of system failure or update error and must notify ACME of the results.

	
	
	System must be able to retain data permanently, as per legislative requirements.

	EDRMS8
	Auditability
	All override transactions to be written to audit log file

	
	
	The EDRMS should keep an audit trail of all activities performed by the users of the system, amongst others but not limited to;
· date and time of capture of all electronic information, 
· reclassification of an electronic document or record in another electronic volume, 
· date and time of creation, amendment and deletion of records management files, 

	[bookmark: _Toc488334919][bookmark: _Toc430609520][bookmark: _Toc461696658][bookmark: _Toc424127037][bookmark: _Toc430609548]EDRMS9
	Transition
	· The system must allow for any document to transition to a Record and apply retention & disposition
· The system must allow for the deletion of Record images but retain the metadata.
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	#
	EDRMS front-end

	Default Theme
	Modern

	Login 
	Single Sign On


[bookmark: _Toc176356563]Watermarking Optional

The watermark consists of a document reference and document sensitivity which both must be embedded on all documents that are downloaded or printed on the systems.

[bookmark: _Toc176356564]6.3.1	Example: 

	[bookmark: _Hlk503963834]Sensitivity 
	Controlled Disclosure and/or Confidential and/or Restricted

	Title
	Non-Disclosure Agreement Other, AN

	Document Type
	Agreement

	 Download by
	John Doe

	 Date Downloaded
	20171213 12:00



	Reason:
	Based on document Sensitivity Classification

	Position:
	Over text

	Pages
	Front page Only

	Align:
	Diagonal Centre

	Font Type:
	Arial

	Font:
	30

	Colour:
	RED


Sensitivity Classification: Public/Confidential/Restricted
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Name LOCATION Name LOCATION

Note

ALL

CLASS

BASIC  BUSDOCS IMSDOCS PROJDOCS

Agreement * *

Appointment? * Of what?

Assessment * * *

Authorisation * * * Approval = a process of signature?

Bill of Material * *

Calculation * *

Certificate * * * Any type even a Digital!

Change Request * * * * Is this the same as a Change Notice? Notification? Engineering? Field?

Chart * * *

Charter * * *

Checklist * * *

Classification? *

Code? *

Concession * *

Contract * * Contract of Employment

Correspondence * * * * Includes Letter; Memo.

Curriculum Vitae * *

Delegation of Authority * * *

Database? * Do we index Databases in a EDRMS?

Datasheet * *

Description? * Of what?

Design? * Report!

Detail? * Of what?

Diagram * * Includes P&I; Schematic; Single Line

Drawing * Used to seperately index Stess & Check Copy individually? Original/Native? 

Estimate * * *

Guide * * *

* Historical Documents Does not clarify content!

Instruction * * *

Isometric * *

Layout * *

List * * *

Log * *

Manual * *

Matrix * * *

Memorandum * * * * Agreement; Understanding

Method Statement * *

Minutes * * *

Model * *

Notification * * * Inspection and Test  - use Notification

Organogram * * * Includes Organisational Structure

Overlay? * Example in M-Files is an Application for Concession!

Permit * * *

Plan * * Program; Plot; Quality Control; Work

Policy * * *

Presentation * * *

Procedure * * *

Process Flow * * *

Programme * * Planning versus Computer?

Proposal * * * Commercial; Technical

Quotation? * ?????

Quality Control Dossier * *

Register * * * Lesson Learnt; 

Report * * * All even a Discrepancy/Evaluation/Non-Conformance

Request * * * Design Field Change (TBC); RFI; RFQ

Requirement * * *

Safety Case? *

Schedule * * *

Specification * *

Standard * * *

Study? * Report?

Summary * * *

System * *

Transmittal * * * Internal/External

Variation Order * * *

Write-Up? * Equals a Technical Proposal!

MASTER Classes of Information - preferably Document Classes before Record Classes!

a set or category of things having some property or attribute in common and differentiated from others by kind, type, or quality.

DOCUMENT CATEGORY
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